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EXECUTIVE SUMMARY

The primary aim of POSITIVE LEARN project is to address this skills gap in school education,

to
e develop the competencies of teachers to ensure wellbeing and health,
e provide learning scenarios and materials to include well-being across subjects,

e create a unique open exchange platform to allow competency development and

collaboration across Europe.

This report will present the tentative developments on the competency model / framework for
the Positive Learn project. The competency model will be validated and improved during the

project - this document shows the current version of the competency model.



1 INTRODUCTION

It is already evident that new technologies have come to stay in our lives. Already in 2010,
young people were spending their time mostly on electronic devices than with their family or at
school (Rideout, Foehr & Roberts, 2010). Nowadays with the rapid development of technology,
more and more of our everyday activities have been transferred online or are related to a
device. Smartphones have been an inseparable part of our daily life and habits, including work
and leisure activities (Carter & Grover, 2015). This immense growth in technology requires the
necessary skills in order to be able to navigate in this new digital world. Especially during and
after the pandemic, technology gave us the possibility to remain connected and adapt
education in the online distance education mode. Nevertheless, numerous challenges did arise
concerning our preparedness in using these technologies and new ways of adapting had to be
discovered. In this time, reflecting back on what has worked and what needs were found, we
move towards strengthening society and especially schools and teachers to be able to manage
this digital shift for now and the future.

Furthermore, the recent Covid-19 pandemic has had a profound impact on schooling.
Widespread lockdowns have disrupted traditional school operations. According to the OECD
(2021), lockdowns in the first year of the pandemic left 1.5 billion students in 188 countries
unable to attend school in person. As a result, schools had to massively switch to online-only
learning. Overnight, teachers and students had to adapt to the use of distance learning
platforms and other technology-based forms of learning delivery. This has put digital learning
in the spotlight, including Al, highlighting its strengths while also revealing some key
weaknesses. A specific term has been coined to describe the nature of teaching in these urgent
circumstances: emergency remote teaching (Hodges et al., 2020).

One of the key lessons learned from the pandemic was that many teachers and students were
unable to deal with technology in a healthy way, resulting in various psychological effects such
as anxiety and stress (Pressley et al., 2021; Robinson et al., 2023). It became clear that a new
"normal" is emerging in school education. Schools are reopening to a new reality in which digital
learning will continue to play an important role. Managing this digital transformation requires
developing digital readiness, resilience, and capacity. There is a need for profound overhauls
and changes that address wellbeing and mental health. Well-being needs to be addressed in
the context of the use of technology, and as teachers play a crucial role in the educational
process, it is crucial that teachers become active agents of change in implementing

technological innovations.



Consequently, the effective take up of digital technologies and innovative pedagogies in
education calls for a rethinking of the portfolio of digital competences of educators, namely
competencies and skills to (a) move seamlessly towards digital learning scenarios and (b) react
to psychological effects such as technostress, depression, or isolation.

In this project, our guiding theoretical stance is based on positive computing (Pawlowski et al.,
2015), that derives from positive psychology. Following this paradigm, we want to create an
education for flourishing, not just surviving or coping. Years of research in psychology have
shown that a positive mood produces better attention and enhances creative thinking
(Seligman, 2012). The key is how to adapt and use the current technology to achieve individual
flourishing. We aim at moving beyond not being depressed or not being stressed to having
meaning in life, maintaining good relationships and enjoying positive emotions; from correcting
deficits to building strengths. We envisage a positive education that focuses on strengthening
the digital competencies and the wellbeing of students and teachers.

In order to achieve these goals, we are working on bridging the gap of the current digital
competence frameworks for teachers and rethinking the priorities of competences in relation to
positive psychology and positive computing. The main focus on this report is not on the basic
digital competencies, since they have been deeply analyzed and structured in the DigComp
frameworks, but rather on the emotional aspects and positive solutions that have been scarce
and not explicitly addressed.

In this Project Result 2 report, we present results of literature review on pedagogical and
competence frameworks based on the new digital reality. Furthermore, we focus on the
development of a competency framework. We aim at connecting our framework to existing
work, in particular the DigComp framework as the main competency framework for citizens as
well as educators in Europe.

In an overview, the aims of the R2.1(Competency Framework) report are:

e To develop a pedagogical framework that will elaborate on positive computing

interventions.

e To develop a competence framework that will elaborate on digital competencies for

teachers with a focus on positive solutions, addressing emotional aspects.

e To develop a complete competence scheme and guideline that will address the training
of teachers for positive solutions, including wellbeing across subjects and curricula.



2 BACKGROUND: DIGITAL COMPETENCES
FOR TEACHERS

In this chapter we present the highlights of a literature review for the development of digital
competence for teachers. We start by defining competence and competency in order to have a
clear common understanding throughout the document. Next, we review the most prominent
and relevant digital competence frameworks in education with an emphasis on teachers.
Meanwhile, in the following section, we analyze the competencies that belong to the area of
digital wellbeing. In the last section we review assessments, the existing categories, the

purpose, the focus and the tools that can potentially be utilized.

2.1 Competence and competency: Our understanding

The terms of competence and competency are understood rather differently and sometimes
even used as synonyms. The European Qualification Framework (European Parliament and
the Council, 2018) defines competence as “the proven ability to use knowledge, skills and
personal, social and/or methodological abilities, in work or study situations and in professional
and personal development”.
Also other terms such as literacy are used as well leading to some confusion on the key
concepts (Brockmann et al, 2009, Wong, 2020). Wong (2020) states that the concepts are used
interchangeably depending on the context - as an example, he argues that competency is
favorably used in the US whereas the UK prefers competence. Another distinction is the focus
on job tasks (competence) vs. personal attributes (competency). In many contexts, competence
focuses on the “what” (e.g. programming an app) whereas competency focuses on the “how”
(e.g. knowing programming languages, programming techniques). As most European
Frameworks such as the European Qualification Framework or the DigComp framework use
the term competence, we will follow this terminology.
The recent communication of the European Parliament and Council on Key Competences for
Lifelong Learning (2018) uses the following definitions:
“Competences are defined as a combination of knowledge, skills and attitudes, where:

e knowledge is composed of the facts and figures, concepts, ideas and theories which are

already established and support the understanding of a certain area or subject;
e Skills are defined as the ability and capacity to carry out processes and use the existing
knowledge to achieve results;



e aftitudes describe the disposition and mind-sets to act or react to ideas, persons or

situations.” (European Parliament and Council, 2018)

Additionally, the more specific concept of digital competence is defined as

‘l...] the confident, critical and responsible use of, and engagement with, digital technologies
for learning, at work, and for particjpation in sociely. It includes information and data literacy,
communication and collaboration, media literacy, digital content creation (including
programming), safety (including digital well-being and competences related to cybersecurity),
intellectual property related questions, problem solving and critical thinking.” (European
Parliament and Council, 2018)

Finally, the term competence framework needs to be clarified. In general, “a framework usually
denotes a structure, overview, outline, system or plan consisting of various descriptive
categories, e.g., concepts, constructs or variables and the relations between them that are
presumed to account for a phenomenon” (Nilsen, 2020). A competence framework therefore
structures and describes competences for our domain. This also should include a proficiency
level, i.e., the level to which a competence is mastered. As an example, the DigCompEdu
(Redecker, 2017) framework uses 6 levels similar to the CEFR framework for language learning
(Council of Europe, 2020).
As a summary, we have decided to use common definitions in line with the terminology in EU
policies and publications. This will lead to easier incorporation and mapping of our work to

existing frameworks and guidelines.

2.2 Digital competence frameworks

There are a variety of competence frameworks for digitalization / digital transformation (Vial,
2019). They differ regarding the target group (e.g. students, teachers), generalization (e.g.
citizen vs. specific role) and sector (e.g. industry, Higher Education). From the vast research
on the teacher digital competences or “Digital Literacy” (Reddy et al, 2020), in the following
section we will review the frameworks that relate to teachers and are the most pronounced
(DigComp; TPACK; PfDK; ISTE framework for educators; DigCompEdu).

One of the most prominent frameworks that has been the paradigm for digital competence
frameworks is the DigComp framework including DigComp 1.0, DigComp 2.0., DigComp 2.1,
and the most recent DigComp 2.2 (Carretero at al, 2017, Vuorikari et al, 2022). It is a tool
developed by the European Commission to support the development and assessment of digital



competences. It consists of five areas of competencies, each of which is further subdivided into

specific competencies and levels of proficiency:

e Information and Data Literacy: The ability to search, find, evaluate, manage, and store
digital information and data.

e Communication and Collaboration: The ability to communicate effectively and
collaborate with others using digital tools and platforms.

e Digital Content Creation: The ability to create and edit digital content using various digital
tools and platforms.

e Safety: The ability to understand and manage online risks, protect personal data, and
ensure security in digital environments.

e Problem-Solving: The ability to use digital tools and platforms to solve complex problems

and make informed decisions.

Each area of competence is further subdivided into specific competences, such as "using
search engines effectively" under Information and Data Literacy or "creating multimedia
presentations" under Digital Content Creation. Additionally, each competence has several
levels of proficiency, ranging from basic to advanced, allowing individuals to assess their
current level of proficiency and identify areas for improvement. Overall, the DigComp
framework provides a comprehensive and flexible tool for individuals and organizations to
assess and develop digital competences, which are essential for success in today's digital age.
However, our project mainly aims at schools, therefore we focus on the educational
perspective. In this paper, we focus solely on teachers and students in schools. In the following
section, we discuss digital competence frameworks for teachers. We also discuss how our

focus - wellbeing, technostress and social media - is covered by each framework.

Technological Pedagogical Content Knowledge

One rather prominent approach is the TPACK (Technological Pedagogical Content Knowledge;
Koehler & Mishra, 2008; Koehler et al, 2014; Mishra, 2019). It is a framework that describes
the knowledge and skills required for effective technology integration in teaching. The
framework emphasizes the importance of integrating three main knowledge areas: Content
Knowledge (CK), Pedagogical Knowledge (PK), and Technological Knowledge (TK) to
effectively teach specific content using technology. It also recognizes the importance of

integrating these knowledge areas to form three additional areas of knowledge: Technological



Content Knowledge (TCK), Technological Pedagogical Knowledge (TPK), and Technological

Pedagogical Content Knowledge (TPACK). TPACK highlights that technology integration is not
just about using technology in the classroom, but rather, it is about understanding how
technology can be used to support effective teaching and learning. By integrating all three
knowledge areas, teachers can effectively design technology-rich learning environments that
meet the needs of their students.

This model has quite a strong focus on knowledge which is needed to provide good, technology
enhanced learning and teaching. However, it remains quite vague on specific technologies and
related challenges. This model can serve as an orientation but it is too generic and does not
include wellbeing or technostress-related competencies. Moreover, Zembylas (2007) has
introduced the concept of emotional ecology and argues that pedagogical content knowledge
includes both cognitive and emotional components, where the latter have been continuously
disregarded. He strongly supports that pedagogical frameworks for teachers need to include
emotional knowledge and states that “fo teach well, teachers must be able to connect their
emotional understanding with what they know about subject matter, pedagogy, school

discourses, personal histories, and curriculum.”

Professional Digital Competence Framework for Teachers
The Norwegian Directorate for Education and Training has developed the Professional Digital
Competence Framework for Teachers (PfDK; Kelentri¢, Helland & Arstorp, 2017) based on the
national guidelines and curriculum. The framework consists of seven core competencies which
are then divided into: knowledge, skills, competence. Those digital skills stem from the five
basic skills, namely orals skills, reading, numeracy, writing and digital skills. The core
competencies based on this framework are the following:

e Subjects and basic skills

e School in society

e Ethics

e Pedagogy and subject didactics

e Leadership of learning processes

e Interaction and communication

e Change and development

From this frameworks’ point of view teachers need to have basic skills that are able to update

and renew (learning how to learn approach). The school as part of society needs to reflect the



current digital developments and the teachers need to be well informed and include new digital
practices in the classroom where necessary. The teachers need to be aware of the ethics that
apply to the use of digital tools and media, to ensure the continuation of democratic society.
Pedagogical knowledge combined with digital didactics need to be included in the preparation
and teaching process. Teachers need to be the active agents of learning in digital realities and
lead with adaptability. Teachers are expected to use digital environments for supporting each
other and ensure active listening during communication. In order to keep up with constant
change in a digital society, teachers are required to practice their professional agency on life-
long learning.

The framework follows a holistic approach to competences (Starkey & Yates, 2021) that
expands the national scope into international, but is lacking in the aspects of wellbeing and new
developments. For example, in regard to new developments, it does not take into account the
impact of Al in education, and what kind of competence would be needed to address the
ambiguity caused by chat gpt and other Al. Most importantly, even though it is one of the most
analytical frameworks, the matters of wellbeing in digital education are not explicit. Only in the
competence area of ethics, they mention that teachers need to be aware of the effect of

technology in health and that is a very general statement.

International Society for Technology in Education framework for teachers

The International Society for Technology in Education (ISTE) has developed frameworks for
students, educators, educational leaders, and coaches. These frameworks are covering all US
and were viewed as national, however Mattar, Santos and Cuque (2022) consider them
international frameworks in their review and analysis of digital competence framework for

education. The list of ISTE framework for educators includes seven competencies - profiles:

e Learner: Lifelong learning and technology innovation updated

e Leader: Leadership for student empowerment and for supporting teaching and learning.

e Citizen: Teachers promote active and responsible participation.

e Collaborator: Collaboration with colleagues and students to improve practice, explore
material, ideas, problem-solving.

e Designer: Differentiation of learning, student-center approaches, authentic design.

e Facilitator: Facilitating learning with technology to achieve the ISTE Standards for

students.



e Analyst: Teacher as a researcher of new knowledge for instruction and support of

students and their learning.

These seven profiles are guiding the framework for educators and teachers. In more detail, the
teacher as a learner is expected to learn and implement technology in teaching, have an active
professional agency in education communities and stay updated with current research trends.
The teacher as a leader is a leading role model regarding the adoption of digital resources for
education stakeholders, students and the whole educational community. The teacher as a
citizen promotes active social responsibility in the educational community and the digital social
communities. Moreover, the teacher as a collaborator endorses open communication and
proactive collaboration in the educational community with a strong intercultural competence for
digital content problem-solving approaches. The designer role of the teacher entails digital
content creation and teaching methodology expertise in virtual environments. The teacher as
facilitator acts as an agent of independent learning, promotes self-regulated learning in digital
environments and nurtures creativity. Finally, the teacher as an analyst is encouraged to
develop and use technology-based formative, summative and self-assessment tools for
learning and to utilize the findings for progress within the educational community.

The ISTE framework does not define digital competence or digital literacy as such, but rather
describes the general elements that educators need in digital education (Mattar, Santos &
Cuque, 2022). The seven profiles entail competencies in the form of abilities with analytical
descriptions. However, aspects in regard to wellbeing are not mentioned in the framework nor
mitigating strategies for technostress. Moreover, in the description of the competencies it is
unclear whether it considers the presence of Al in education or the awareness of algorithms. In
conclusion, the ISTE framework for educators is a general digital competence guide that needs
to be developed to include the latest digital developments in education as well as necessary

competencies.

DigCompEdu
As a main approach, the European DigCompEdu (Figure 1; Redecker & Punie, 2017, Vuorikari
et al, 2022) provides a comprehensive framework for educators. It extends the general
DigComp framework by specific areas focusing on educators:
e Area 1: Professional Engagement: Using digital technologies for communication,
collaboration and professional development.

e Area 2: Digital Resources: Sourcing, creating and sharing digital resources.



e Area 3: Teaching and Learning: Managing and orchestrating the use of digital
technologies in teaching and learning.

e Area 4: Assessment: Using digital technologies and strategies to enhance
assessment.

e Area 5: Empowering Learners: Using digital technologies to enhance inclusion,
personalisation and learners’ active engagement.

e Area 6: Facilitating Learners’ Digital Competence: Enabling learners to creatively and
responsibly use digital technologies for information, communication, content creation,

wellbeing and problem-solving.
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FIGURE 1: THE DIGCOMPEDU FRAMEWORK

The framework also includes competences related to our focus area: In Area 6, the framework
addresses wellbeing and technology: “To take measures to ensure learners’ physical,
psychological and social wellbeing while using digital technologies. To empower learners to
manage risks and use digital technologies safely and responsibly.” (Redecker & Punie, 2017)
However, this quite generic competence needs to be further refined and specialized. This has
been started in the DigComp framework in version 2.2 (Vuorikari et al 2022) in which more
concrete statements for knowledge, skills and attitudes have been added as examples
(“Dimension 4”). Therefore, we see the DigComp (V2.2) and DigCompEdu as starting points
for competencies - our model will then directly link to different areas of this framework.



Summarizing our brief review, we can state that the analyzed frameworks are useful for
educators looking to integrate technology into their teaching. DigCompEdu provides the most
comprehensive set of competencies related to digital literacy and digital communication.
However, phenomena like well-being, mental health or in particular technostress are not
specifically addressed there. The focus has been mainly on the technical skills that are
essential but only one piece of the digital competence puzzle. As Leonardi and Neeley (2022)
argue, technology is the easy part, the key question is how we transform people to be able to
think of the possibilities that these technologies enable us for. A total of 30% knowledge is what
we should aim for as a baseline digital literacy. The rest relies on the so-called soft skills.
Therefore, this framework will be extended and improved to include some core competencies

for teachers’ and students’ wellbeing in the digital world, namely digital wellbeing.

2.3 Competences for digital wellbeing

The capacity for cognitive functions such as learning is interconnected to wellbeing and
requires developed socioemotional competencies (Collie, 2020). Burns and Kolho (2022)
highlight the importance of both digital and socioemotional competencies of teachers in digital
education environments. Their research concern is whether there is a risk if we prioritize
teachers' digital competences and put aside teachers’ socioemotional competences as a
secondary focus. Other studies refer to digital literacy competencies as a range of cognitive
and socioemotional competencies (Silber-Varod, Eshet-Alkalai & Geri, 2019). Managing
health-related problems at work, such as technostress requires skills such as emotional self-
regulation, that are a substantial part of socioemotional competence (Jennings et al., 2014,
Romero-Garcia, Buzon-Garcia & Marcano, 2022).

Likewise, Marr (2022) includes emotional intelligence - the ability to be aware of, express, and
manage our emotions - and empathy as core competencies for all in the digital world. This is
further supported by findings that teachers with high emotional intelligence have better coping
mechanisms in stressful situations, including technostress (Molero Jurado et al., 2022).
Moreover, the level of teachers' socioemotional competencies can influence their teaching
methodology in the classroom and is positively associated with their teaching self-efficacy. It
has become a common consensus that teachers' socioemotional competence constitute the
base of teachers' competence (Cervera & Caena, 2022) and they need to be extended to the
digital environment and be embedded as part of the digital competence for future teachers. In
the DigComp 2.2, some aspects of socioemotional competencies have been included, but they
are still scarce, not explicit and do not have a focus on teachers.



Martinez-Bravo, Sadaba Chalezquer and Serrano-Puche (2022) are arguing for inclusion of
socioemotional competence and the affective dimension on the spectrum of digital
competence. When reviewing digital competence frameworks, the area of emotions has been
often overlooked. According to Martinez-Bravo, Sadaba Chalezquer and Serrano-Puche
(2022), the study of Area-Moreira (2015) has included the emotional dimension in the digital
competence framework, as a set of affections, feelings and emotions that are related to the
digital world. They analyzed the term digital literacy based on multiple studies and found six
dimensions, out of which one is the emotional. The emotional dimension’s definition resembles
emotional intelligence as a whole. The emotional aspect is vaguely analyzed in only 3 out of
the 7 frameworks for digital competencies that this study reviews. Similar findings from the
Word Economic Forum report for SEL through technology (2016) mentioned how
socioemotional learning (SEL) frameworks and applications have been overlooked in education
and were calling for the inclusion of SEL in the digital world.

Another related competence that has not been explicitly addressed in digital competence
frameworks for teachers is the social media competence. According to the digital education
trends, social media have been utilized as a professional tool and as a curriculum component
(Novakovich, Miah & Shaw, 2017). Considering their extended use in today's society, teachers
have to be aware of social media dangers and functional details and of reckless self-education
approaches that are promoted online. Teachers need to raise students' awareness about their
beliefs regarding the importance of maintaining the separation of education and social spaces
and discuss concerns regarding privacy issues, especially if they want to include social media
in the curriculum. Competencies regarding the use of social media are mentioned in the
DigComp 2.2. for citizens and need to be adapted to educational contexts. More analytically,
some of the competencies are the ability to produce online content, general media literacy skills
and the ability of having and maintaining an online self (Novakovich, Miah & Shaw, 2017). Itis
important for teachers to be aware of social media algorithmic thinking and market human value
before considering their use in the classroom and aim at raising awareness of these aspects to
students as well. Educating teachers in social media competence is a matter of digital
wellbeing. The matter of digital wellbeing concerning social media practices is of central
importance for the classroom and beyond. Digital wellbeing has been recently conceptualized
as an underlying term for the “/impact of technologies and digital services on people’s mental,
physical, social and emotional health” (Passey, 2021, p.5).

Salinas, De Escoriaza and Hernandez (2022) have developed a renewed model of

socioemotional competencies that are indeed an essential part for the digital world. They define



them as socioemotional e-competencies (Cebollero-Salinas et al., 2022) and have five main
components: emotional e-awareness, emotional e-regulation, e-self-control of impulsiveness,
emotional e-independence and social e-competency. This framework is focusing on
adolescents, therefore an adaptation for teachers' competencies requires further consideration.
A more detailed description of the competencies is discussed below:

« emotional e-awareness as the ability to identify and perceive one’s own emotions in
a digital context

o emotional e-regulation as the ability to response in an adaptive manner to a digital
situation and have the capacity to identify the felt emotions while being in an online
interaction

« e-self-control of impulsiveness, “inhibiting impulsive responses to social stimuli and
demands and/or to information appearing on the Internet”

« emotional e-independence is defined as the ability to differentiate emotions that
arise in digital environments, to maintain self-worth regardless of online status and
interaction patterns such as gratifications (especially relevant in addiction
prevention)

o social e-competency as the ability to maintain positive relations and prosocial
behaviors in the digital contexts, understanding that “digital social life takes place at

a more rapid rate, and often in a more anonymous fashion”.

Examples of each of these e-competencies will be mentioned and analyzed further below.
Based on the study of Salinas, De Escoriaza & Hernandez, (2022) each of the five
competencies consists of five concrete examples that can guide us into further understanding
the substitute of each competence (see APPENDIX 1). These examples are very explicit and
we will mention two for each competence.

An example of emotional e-awareness is: */ usually know how to distinguish why | have certain
feelings on social media.” That is an example of the emotional process of emotional
understanding. Another example of emotional e-awareness is: "/ really understand what | feel
when | play video games online, watch videos, read comments, etc.” which refers to the
identification of one's own emotion. It is very important to have the capacity of identifying and
understanding the emotions that arise in the digital context, considering that those emotions
entail information about the situation and the individual. The two examples that the authors
mention for emotion e-regulation are: “Before making a joke [about someone] on social media

(on video or audio) | am capable of imagining how that person is going to feel.” and "Before |



say anything on social media, | am capable of imagining the consequences.”. This emotional
thought is the step between the stimulus and the action, where emotions are being processed.
It is a compilation of cognitive and emotional processes that constitutes a necessary
competence, especially for teachers that operate in highly emotional contexts.

Moreover, in the case of e-self-control of impulsiveness, the authors provide two tentative
examples, where the individual cannot control their impulse: “On the Internet, | can’t stop
clicking on the attractive links | see.” and "When something surprises me, | can’t avoid
commenting on it on social media.”. The skill that underlies these examples is the ability to
control one’s self in fast-paced virtual environments. It is one of the most important
competencies that has the potential to prevent problematic digital situations such as
cyberbullying. Concerning the competence of emotional e-independence, two examples are:
“When | see the number of comments other friends receive on social networks, it affects me”
and ’If people don’t answer on social media, | feel as if they don’t consider me part of the
group.”. This competence includes the ability to understand that we have the two selves, the
online and the offline and to differentiate the emotions in each context. Last but not least, two
examples of social e-competency are: “On social networks (Instagram, WhatsApp, e-mail, etc.)
| pay attention to the needs of others.” and ‘! tend to calm my contacts down when they get
angry on social networks.”.

These competencies are very relative for teachers in the virtual and digital teaching and
learning environments, taking into consideration the elements of knowledge, skills and
attitudes. Moreover, few of the items mentioned above that have been initially developed for
adolescents might be of overlapping relevance for teachers. It is important to consider that
developing these competencies plays a protective role on mental iliness that is caused by the
use of social networks. Also, the competencies act as protective factors on habitual digital
behaviors such as media multitasking, cybergossip and phubbing. In this aspect media
multitasking was used with a negative connotation, when someone is distracted by social media
while studying or working and loses focus of attention. The term cybergossip is referred to when
others are discussing someone who is not present. Some of the outcomes of such behavior
include cyberbullying and unwanted sexting. The term phubbing refers to the behavior of
ignoring others in face-to-face interactions because of looking at the phone or screen. This
behavior is increasing and is concerning because it can lead to problematic interactions with
others such as friends, teachers, and partners. Therefore, each of these examples needs to be
considered thoroughly when developing the future digital competencies of teachers in order to

manage the emotional challenges of social networks and beyond.



2.4 Coping with technostress

As a second way to derive competencies, we will review literature on technostress mitigation
and related interventions. A variety of studies have intended to understand technostress and
related coping / mitigation strategies. As a starting point, it is important to understand the
phases of technostress formation. Salo et al (2022) have identified these four phases, namely:
pre-technostress, technostress formation, technostress mitigation and post-technostress.
Pre-technostress is the state before technostress occurs, where IT users perceive and
actualize IT affordances based on their needs and expectations. IT affordances are the
possibilities for action that IT offers to users, such as communication, entertainment, or
learning. Actualization is the process of realizing these possibilities through IT use.
Technostress formation is the state where technostress occurs, where |IT users experience
negative psychological responses to IT use, such as anxiety, frustration, or overload.
Technostress is caused by actualization costs, which are the undesirable outcomes or
consequences of actualizing IT affordances, such as privacy breaches, information overload,
or social pressure. Technostress mitigation is the state where technostress is reduced or
eliminated, where IT users employ mitigation strategies to cope with technostress. Mitigation
strategies are actions or behaviors that aim to change or reduce actualization costs or accept
them as inevitable or tolerable. The authors identified three types of mitigation strategies:
actualization change, actualization cost reduction, and actualization cost acceptance. Post-
technostress is the state after technostress is mitigated, where IT users perceive and actualize
IT affordances again based on their revised needs and expectations. This state can lead to a
new cycle of technostress formation and mitigation if actualization costs persist or emerge.
Salo et al, (2017) argue that there are three main mitigation strategies: 1) stressor reduction
(Modification of IT features, Modification of IT use routines), 2) stressor toleration (Modification
of personal reactions to IT stressors), 3) recovery from strain (Temporary disengagement from
IT, Online/offline venting). In addition, Tarafdar et al (2020) and Rohwer et al (2020) have as
well identified mitigation strategies for technostress. From their findings on coping mechanisms
we will refer to the positive solutions that have the potential to enhance individuals' experience
with technology.

Rohwer et al (2020) refer to two categories of coping with technostress, that of problem-focused
and of emotion-focused strategies. Problem-focused coping strategies are those that aim to
change or eliminate the source of technostress. Some good examples of that are, open



communication and seeking help from others, such as colleagues, supervisors, IT experts. In
addition, technological solutions such as: blocking unwanted contacts, deleting social media
accounts, turning off notifications, filtering emails, or taking breaks from IT, using anti-virus
software, encryption tools, or online counseling services. Emotion-focused coping strategies
are those that aim to reduce or manage the emotional distress caused by technostress. The
successful and positive examples of the emotion-focused approach are: Distancing from IT,
such as switching off devices, limiting screen time, or engaging in offline activities and engaging
in leisure activities, such as hobbies, sports, or meditation that can provide relaxation and
enjoyment, including mindfulness. Some of the coping strategies that are mentioned in
technostress mitigation studies such as venting emotions and ignoring or avoiding the stressors
have been reported as non-successful and have the potential to increase technostress (Rohwer
et. al, 2020; Salo et. al, 2017; Tarafdar et. al, 2020).

The authors also identified several barriers that hindered the mitigation of technostress, such
as lack of awareness, lack of alternatives, lack of control, lack of motivation, and lack of support.
They suggested that IT users need to develop self-regulation skills and awareness to overcome
these barriers and mitigate technostress effectively. Those skills that are mentioned are
included in the socioemotional competence.

In order to promote the successful technostress mitigation strategies, a number of interventions
have been developed. As an example, Hutson et al (2018) have identified interventions for the
prevention of cyberbullying. The possibility of cyberbullying can be a stressor and the related
interventions that exist to tackle that issue have a variety of approaches:

e School-based interventions: The interventions involved are delivering cyberbullying
education and prevention programs to students, teachers, and staff in schools. The
programs typically included information on cyberbullying definitions, consequences,
laws, policies, and coping strategies.

e Family-based interventions: The interventions involved are delivering cyberbullying
education and prevention programs to parents and families in various settings, such as
homes, community centers, or online platforms. Some programs also involved parent-
child communication, parental monitoring, or family support.

e Individual-based interventions: The interventions involved are delivering cyberbullying
education and prevention programs to individual youth or parents in various settings,
such as clinics, counseling centers, or online platforms. Some programs also involved

cognitive-behavioral therapy, motivational interviewing, or social skills training.



e Technology-based interventions: The interventions involved are delivering cyberbullying
education and prevention programs through technology platforms, such as websites,
apps, games, or social media. These interventions can be school-based, family-based,

individual-based or general interventions.

Due to the complexity, we cannot review all related areas - however, when developing curricula,
learning scenarios and materials, phenomena related to technostress should be taken into
account. As a summary of this section, we can state that our review has provided input for
developing the competence framework - as starting points, the following top level categories
should be included and elaborated further: a) Understanding the process of technostress
formation, b) Understanding and applying stress reduction strategies, c) Understanding and
applying toleration strategies, d) Understanding and applying recovery strategies and e)
Understanding and applying concrete mitigation / coping interventions. Based on this initial
review, further strategies for coping and mitigation can be identified and incorporated into future

versions of the competence model.

2.5 Assessment: Categories, purpose, focus and tools

In this section we will discuss the nature of assessment in relation to the digital competencies
for teachers. Our guiding competence frameworks for identifying the reviewed assessment
tools are the DigComp and the DigCompEdu. We will first analyze the types/categories of
assessment, then the purpose of assessment and then the focus of assessment.
Simultaneously, we will add the tools in each category that are considered the most validated
in the field and in the end, we will provide a list with those tools.

Through the literature review (Kluzer & Priego, 2018; Laanpere, 2019; Mattar, Ramos, & Lucas,
2022) we have decided to discuss the 3 main types of assessments of digital competence:
performance-based, knowledge-based and self-assessments. Performance-based
assessment is a type of assessment that is usually employed to evaluate a person’s level of
competence. This type of assessment requires expert scoring thus making it very cost non
effective for the wide audience. Performance-based assessment can be in the form of
performance tests, situation-based scenarios or observations of performance. Knowledge-
based assessment is a type of assessment that measures a person's understanding and
application of knowledge. This type of assessment employs instruments with problem-based
qguestions or scenarios to measure the factual knowledge on the situations and skills. More



specifically, knowledge-based assessments can measure knowledge in two ways, answering
questions that could happen in real life or in hypothetical scenarios. Self-assessments and self-
report questionnaires are the most common type of assessment for digital competences. They
are easier to use, more applicable, cost effective and usually provide direct information on the
self-perceptions of someone’s knowledge, skills and attitudes. They provide the individuals with
the opportunity to self-reflect on their competencies and have an understanding of their
strengths and weaknesses. Especially for the case of teachers. Self-assessments have been
proven very helpful for their self-directed learning and for their lifelong professional
development.

Another component that needs to be taken into consideration when using a specific
assessment type is whether it has a psychometric approach or a pragmatic approach. The first
one, psychometric, focuses on the internal validity of the instrument rather than the usability
and the applicability of the result. Whereas the second one, pragmatic, focuses on external
validity, usability, having higher applicability but in the research realm has lower internal validity.
These aspects need to be considered especially by the education stakeholders that are
developing assessment tools. The focus of the assessment has to be explicit, and the approach
or type considered carefully.

According to UNESCO (2018), the main purposes of assessment in regard to the digital
competencies of teachers are four: that of research, statistics, credentialing and diagnostic self-
assessment. The assessment tools that are designed for research purposes usually employ
the psychometric approach. Those aiming for statistical data gathering are usually less reliable
and lack both construct validity and internal validity. Credentialing assessments are made for
employment purposes, they are usually highly reliable, however their construct and internal
validity is mostly weaker than those developed for research. The diagnostic (self) assessments
might be lacking high reliability and internal validity, but they prioritize external validity and
usefulness, making them the most preferred assessment tools.

From all the frameworks that were reviewed on literature on digital competences, the
DigCompEdu was the most relative for our scope. Based on this framework many assessments
have now been developed and our aim in this section is to review the most used and validated
available assessments. The DigComp group framework has been renewed several times into
DigComp 1.0, DigComp 2.0., DigComp 2.1, and the most recent DigComp 2.2. The latest
version includes more extensive descriptions of the elements of skills, knowledge and attitudes.
Moreover, it has increased the proficiency level of each competence with detailed descriptions.

The proficiency levels that are suggested are six, including: beginner, explorer, integrator,



expert, leader and pioneer (A1-C2). According to these new additions of assessment rubrics it
is relative to include assessments that are based on the DigComp group as our focus and the
DigCompEdu respectively.

The most prominent assessment tools for teacher’s digital competence that were based on
DigCompEdu are DIGIGLO (Alarcoén, D. Pilar Jiménez, & Vicente-Yague, 2020) and SELFIE.
The DIGIGLO is a tool for assessing the digital competence of teachers as described in
DigCompEdu. It consists of 29 items that include the 22 competencies from the 6 areas of
DigCompEdu together with two new areas, that of “digital environment” and “extrinsic digital
engagement”. The area of digital environment includes competencies regarding the use of
digital tools, such as software and hardware and the area of extrinsic digital engagement
includes the competencies related to the implementation, update and support. The instrument
can be used as a self-assessment tool by teachers and as a performance test by education
institutions, in order to identify the areas that teachers need further support and professional
training. SELFIE for TEACHERS (Self-reflection on Effective Learning by Fostering the use of
Innovative Educational Technologies) is a self-assessment tool for self-reflection that aims to
help teachers identify their strengths and gaps in their digital competence. It includes 32 items
on teachers’ digital competence based on DigCompEdu. Results are provided on a six-level
proficiency scale (A1-C2) with personalized feedback to guide teachers in reaching the next
level in their digital competence. There are specific instructions for use available online. It takes
approximately 30 minutes to complete. The tool is not designed to assess performance but to
empower teachers to reflect on digital technologies use as it is a self-assessment tool for
professional learning and development.

In addition, more tools have been developed for the assessment of digital competence that will
be reviewed below. One well known tool is the DigCompEdu Check-In. Even though the
DigCompEdu Check-In tool was initially made to measure digital competence in higher
education, it has been used to assess the digital competence of teachers in primary and
secondary level and in language teaching as well (Benali, Kaddouri & Azzimani, 2018; Dias-
Trindade et al., 2021; Figueira & Dorotea, 2022). Thus, we decided to include it in the review
of available tools for assessing digital competence of teachers. Another study (Lucas et al.,
2021b) has developed a self-assessment tool based on the DigCompEdu framework to
measure teachers' digital competence. This tool has strong validity and reliability, but it has
developed mainly to be used for research purposes. The study of Tzafilkou, Perifanou and
Economides (2023) has developed, likewise, a scale that is based on DigCompEdu and

expands further into the school and innovation areas. This scale is composed of 20 items and



six components: 1) Teaching preparation, 2) Teaching delivery and students’ support, 3)
Teaching evaluation and revision, 4) Professional development, 5) School’s development and
6) Innovating education.

More instruments exist based on the DigCompEdu that focus on different audiences. There is
one self-assessment tool for pre-service teachers, COMDID-A (Usart et al., 2020c), which
measures student perceptions of their own competences divided into four factors and across
four proficiency levels. The instrument consists of 22 items on a Likert scale (1. Very Low to
10. Very High). A promising self-assessment regarding students' socioemotional e-
competencies (Cebollero-Salinas, Cano-Escoriaza & Orejudo, 2022) is a questionnaire that
evaluates socioemotional e-competencies in an online environment in the format of self-report
that can also be used as a tool for evaluating socioemotional learning programs. It consists of
25 elements, to which participants respond on an 11-point Likert scale ranging from 0 (totally
disagree) to 10 (totally agree). The questionnaire has five subscales: emotional e-awareness,
emotional e-regulation, e-self-control of impulsiveness, emotional e-independence and social
e-competency.” The socioemotional e-competencies framework and questionnaire focuses on
adolescents; however, it can be adapted to teachers, and the authors suggest it be tested in
other age groups and populations.

In conclusion, many tools have been developed throughout the years and are still in the
development process today. Here we reviewed the current assessment tools that are used
more frequently for teachers, and we have also mentioned other tools that focus on pre-service
teachers and students. By examining the types and categories of assessment, as well as the
purpose and focus of assessment, we can gain valuable insights into evaluating teachers'
digital skills. Throughout our exploration, we have identified and highlighted the most validated
assessment tools within each category. These tools offer educators and stakeholders a
comprehensive set of resources to effectively measure and enhance digital competencies
among teachers. As the landscape of education continues to evolve in the digital era, employing
robust and reliable assessment methods becomes crucial in promoting and sustaining the
growth of teachers' digital competence, ultimately benefiting students and preparing them for
the challenges of the digital world.

2.6 Good practices from rural education

Across the world, half the population lives in urban areas and the other half in rural areas,
according to UN data (2018). In the European Union, half of the territory is considered a rural



region (Eurostat, 2015). In the educational context, there are substantial differences between
urban and rural geographic areas, regarding infrastructure quality, the opportunities for
professional development and the constant demographic changes (Gamez & Fernandez,
2022). Small rural schools in humerous countries have traditionally been considered less
attractive than larger urban schools for teachers. They often receive less favorable treatment
in terms of policy support and are at risk of closure or consolidation. In Europe, these schools
have been the subject of various research investigations and have been classified based on
factors such as student enrollment, geographical isolation, or a small number of staff members.
In contrast to the prevailing European policy trends and their impact on the cultural,
socioeconomic, and educational landscape, there are individuals who advocate for small rural
schools. These proponents emphasize the potential of these schools to contribute to
educational quality, foster community involvement, promote social cohesion, and facilitate
lasting positive digital transformations.

There are contradictory findings to whether rural school teachers experience higher or lower
levels of technostress compared to their urban counterparts. Across most European countries,
rural schools have limited resources and report higher levels of teachers’ technostress
compared to urban schools (Wu et al., 2022). As a consequence rural teachers with higher
technostress may be less likely to be innovative when using digital technologies or adopting
technology in teaching at all. Some studies found that teachers in Malaysia experience similar
levels of technostress in both urban and rural schools (Wahab, Mahat, Razali, Daud &
Baharudin, 2022). Estrada-Munoz et al. (2021) support that working in schools, especially in
urban areas, is related to greater stress and burnout in teachers. On the other hand, Raducu
and Stanculescu (2022) support that teachers in rural educational environments were at high
moderate risk of burnout compared to those teaching in urban environments. It is noticeable
that the experience of technostress can vary among teachers in rural and urban schools, and
it's challenging to make a definitive statement that one group experiences less or more
technostress than the other.

On this aspect, there are many good practices and lessons that we can learn from rural schools.
A main factor for eliminating teachers' technostress is through professional development.
Initiatives that promote good practices for online teaching, creative use of digital tools, so as to
enhance teachers’ digital competencies and confidence in using ICT impactfully and positively.
In regard to the professional development of teachers, many actions have taken place in rural
schools around Europe in order to address the gap between the rapid development of digital

technology and education and balance the technostress that has been rising especially during



and after Covid-19. Such actions include peer support groups that promote knowledge
exchange between teachers on the use of digital tools, creating supportive school
environments to accommodate needs-based professional development and enhancing
teachers’ digital competences.

To illustrate this, one good practice from a network of rural schools in Europe decided to
promote peer learning actions for digital professional development. During this initiative, school
teachers presented digital tools to their colleagues and also invited other peers to attend and
reflect on each other’s teaching style and to provide support and guidance, so that they can
utilize digital technologies in their own teaching. Some of the tools that were used are Kahoot,
Wordwall, Plickers, etc. Through this initiative of peer learning groups, teachers had the
opportunity to develop their digital competence on utilizing online tools and the available
equipment. The dynamic of collaborative learning also enhanced their experience in
maximizing the use of digital tools in their teaching and strengthened the communication of
teachers through sharing experiences and knowledge. Moreover, students showed greater
interest during the classes where teachers utilized those tools, reflecting the positive outcome
of this initiative.

Another good example comes from a rural school in Europe that introduced Google services
for school’s communication purposes. By introducing Google services, such as google
classroom, google forms, google docs, google sheets, google slides and google drive to the
school staff, teachers were able to share material in an effective way. The school decided to
share information, agendas and ready-made layouts to a school's common Drive, as a way of
communicating the necessary information to all parties. Moreover, the teachers were supported
in creating and using the same assessment tools, sharing educational material, creating
templates, questionnaires and tests for pupils. In order to support the teachers the school
utilized external projects for training the teachers in using these tools. Another action for support
that was implemented in the school was the provision of technical support in the class when
students were using a new technology by a well-trained co-teacher. Additionally, older students
provided help to younger students regarding the use of certain digital tools. With these actions,
the whole school staff was kept informed in a timely manner for the school updates and it was
easier to share materials and find important information for the teachers too.

In addition, a network of rural schools in Europe together with other education stakeholders
built an online platform where they provide online asynchronous lessons on a variety of topics
regarding open education. One of their lessons was about open online education resources,

and how to create them. With this initiative rural teachers have the opportunity to expand their



knowledge of online education, empower themselves, and build networks of support. The
courses are short, clear and easy to follow which makes them suitable for the busy everyday
life of a teacher. In this way, we can notice the positive use of technology as a means of learning
and support that fosters the idea of positive and open education and as researchers highlight,
the cultivation of online pedagogy can help teachers to mitigate their technostress and improve
their capacity (Chou & Chou, 2021).

In conclusion, the exploration of good practices in rural education, particularly in the realm of
digital professional development initiatives, reveals the potential for transformative change and
the power of innovative approaches for handling technostress and fostering wellbeing at work.
Digital professional development initiatives play a vital role in equipping teachers with the
necessary skills and knowledge to thrive in the digital age and successfully mitigate the
negative effects of technostress. By providing tailored training programs, fostering collaborative
learning communities, and ensuring access to resources, these initiatives empower educators
to effectively integrate technology into their teaching practices in a sustainable way. The
benefits extend beyond the classroom, as enhanced digital competence among teachers leads
to increased student engagement, improved learning outcomes, and the cultivation of crucial
21st-century skills. Through these combined efforts, rural schools are paving the way for a
future where technology seamlessly enhances education, bridging the gap between rural and
urban learning environments and preparing students for success in an increasingly digital

world.

2.7 Al challenges in education

In this section we will review the main challenges that arise with the possibility of introducing Al
in education. In this literature review we will present some of the key challenges associated
with Al in education, such as ethical considerations, bias and fairness, lack of user expertise,
cost of training and maintenance, Al accountability, lack of gender diversity, sustainable use,
data privacy and security among others.

According to UNESCO (2021), artificial intelligence (Al) in education has brought up various
challenges for teachers, students and the future of education itself. There are many voices on
whether we need to focus on the opportunities that Al can bring to education or on the
challenges that arise. To begin with, some of the most prominent people of the tech industry
have raised awareness of the dangers of Al's rapid development which has outpaced policy
debates and regulatory frameworks. From the one hand, by leveraging machine learning



algorithms, natural language processing and data analytics, Al can adapt educational content
to individual students, provide real-time feedback, and assist educators in making data-driven
decisions. From the educational point of view there are many knowledge gaps and unclear
points on whether Al models such as ChatGPT are suitable as they are for teaching and
learning purposes for a variety of reasons (Kasneci et al., 2023).

To start with, the ethical implications of Al in education are a primary concern that cause more
technostress on teachers. Issues such as algorithmic transparency, accountability, and the
potential for bias in many contexts need careful attention. In the latest report of UNESCO (2023)
it is mentioned that Al models, and technology in general, is not ideologically neutral and might
provide authoritative responses, deriving from unfiltered human-produced data. Al systems do
not have clear ethical guidelines which can jeopardize fairness, gender equality, inclusivity, and
may have harmful consequences for students and people of specific racial or ethnic groups.
Similarly, due to the already existing gender gap in the field of technology it is important to
consider the possible lack of gender diversity (Otero et al., 2023). In order to ensure ethical
equity in the use of Al in education we must advocate for multidisciplinary evidence-based
research that will be regularly updated to keep up with the pace of the development on the field
(Humble & Mozelius, 2022).

Moreover, Al relies heavily on data collection and analysis, raising concerns about privacy and
security. Al systems have the ability to gather data, including students' and teachers’ sensitive
information, personal data and academic records which if compromised can lead to judgment,
bias or even discrimination (Akgun & Greenhow, 2021). Those systems can also be used for
surveillance of students' progress or teacher accountability that might lead to controlling
behaviors. Questions arise whether students and teachers will be feeling safe to share their
thoughts if they know that they are constantly being monitored. Educational institutions must
ensure the development of robust data protection policies, inform students and parents and all
stakeholders about how data is being collected, their usage, and who has access to it and
implement measures to safeguard sensitive information. Clear guidelines and regulations are
required to address the potential risks of Al-generated insights and possible data breaches.
Another great challenge that is raising teachers' concerns is the teacher-student relationship.
Teachers would need to inform students of Al’s pitfalls and maintain a trustful relationship with
their students. Integrating Al into education raises many questions about the impact on the
teacher-student relationship. While Al can provide valuable support, it must not replace human
interaction and the vital role of educators. Maintaining a balance between technology and

human involvement is crucial to ensure a holistic and personalized learning experience. While



large language models can generate multiple-choice questions, produce text from bullet points,
and scaffold learning, it is clear that as for now, they can only serve as assistive tools to human
learners and educators and cannot or should not replace the teacher. Even as assisting tools
it is necessary to mention that Al algorithms are not reliable enough yet to provide useful
information to teachers. More questions arise if Al models can be used for student assessment
procedures (Tahiru, 2021). Would those be fair, or prone to bias and misinformation?

When it comes to students' critical thinking, there are more scenarios that raise concerns.
Over-reliance on Al, can have a negative effect on students' development of critical thinking
and/or creativity (Kasneci et al., 2023). The easiness of ready-made answers that those models
generate can hinder students cognitive development and impact learning (Otero et al., 2023).
The same applies on the other way, as students have not yet developed the critical thinking to
be able to assess the information provided by Al, causing misconceptions or distorted
knowledge, especially if they use Al unsupervised. In the long term this could affect students'
autonomy to make decisions for their life and jeopardize their agency (Akgun & Greenhow,
2021).

One of the most central skills that are being developed through human interaction, social skills
could be compromised too because of Al in education. Students learn through social
interactions from a young age to work in groups, collaborate, manage conflicts and
communicate in effective ways at school. If Al use in education is not limited it might hinder
those social skills as well. Already the younger generations are struggling with social interaction
because of the invasion of technology and the extensive use of social media. This can be
expanded even further with tremendous consequences on students' emotional intelligence and
other essential skills such as empathy and active listening, since they do not provide the same
social and emotional presence as face-to-face interactions do (Pietikainen, 2021).

Moreover, some more challenges could arise if Al intrudes education and teaching (Celik,
Dindar, Muukkonen & Jarvela, 2022). To begin with, teachers may perceive Al as uninteresting
and unenjoyable to use in teaching and experience a general lack of interest (McCarthy et al.,
2016). In addition to the lack of interest, the lack of knowledge to use Al (both pedagogical and
content knowledge) as to learn how to implement suitable pedagogies and technological
knowledge related to Al (Ng, Leung, Su, Ng & Chu, 2023), might be an inhibitory factor for
teachers to use Al at all (Chiu & Chai, 2020). These factors can be reinforced with the general
absence of trust towards Al and the ambiguity that is surrounding it. Since the teaching

profession is already overwhelmed by the presence of technology leading to teachers'



technostress, Al for education should be used in a supportive manner to enhance the teaching
experience and empower teachers and to not be an additional strain.

In conclusion, addressing the challenges associated with Al inclusion in education is crucial to
ensure ethical use, data privacy, and fairness. Collaboration between researchers, educators,
policymakers, and technology developers is fundamental in order to develop guidelines,
regulations, and best practices that promote responsible and effective use of Al in educational
settings. In this section we have reviewed some of the main challenges and concerns about
the use of Al in education, however they are not limited to the aforementioned as the pace in

which Al is developing is exceeding the reflection practices and needs constant reevaluation.



3 METHODOLOGY OF THE COMPETENCE
DEVELOPMENT

In this chapter we present an overview about the applied methodology for the development of
the competence framework that we utilized. We are going to analyze the methodology with
which we gathered the competencies from the frameworks and identified the conceptual gap.
Moreover, the analytical process will be presented for the development of the missing
competence based on the DigComp frameworks (Edu & 2.2). Finally, the conceptual framework

of new competence will be presented.

3.1 The process

There are a variety of possible methods for the development of competence frameworks and
in this work we utilized the following. As a first step, we did a literature review of the digital
competence frameworks such as the DigComp framework, the TPACK, the PfDK, the ISTE
framework for educators and the DigCompEdu. Among these frameworks the common aspects
were that of technical digital knowledge that a teacher needs in a digital education environment.
The most complete framework from the point of view of digital progress is the DigComp 2.2
framework and from the educational perspective that of DigCompEdu. However, neither of
those prominent frameworks provides an inclusive insight into the competencies for digital
wellbeing. Following inductive reasoning in our methodology for theoretical framework
development we first categorized the competencies of each framework in our focus topic. In
the following table (Table 1), we have gathered the information for the competencies that are

in the digital wellbeing realm.
Table 1. Wellbeing in DigComp frameworks

Framework Competence area Competence Description

DigCompEd Facilitating Responsible To take measures to ensure learners’ physical, psychological

u learner’s digital use and social wellbeing while using digital technologies. To
competence empower learners to manage risks and use digital

technologies safely and responsibly.

DigComp Communication Netiquette To be aware of behavioral norms and know-how while using
2.2 and collaboration digital technologies and interacting in digital environments. To
adapt communication strategies to the specific audience and
to be aware of cultural and generational diversity in digital

environments.



Framework Competence area Competence
Safety Protecting
health and
wellbeing

To be able to avoid health-risks and threats to physical and

Description

psychological well-being while using digital technologies. To
be able to protect oneself and others from possible dangers
in digital environments (e.g. cyber bullying). To be aware of
digital technologies

The described competencies have an analytical structure and include the knowledge, skills and

attitudes that are not mentioned in the table, however, they are not complete. The

aforementioned review has led to the identification of competencies that have been absent in

the main digital competence frameworks. As a second step of the framework development we

identified a guiding theory and followed from the analysis of the literature beyond frameworks,

we identified a study on the socioemotional e-competencies (Cebollero-Salinas et al., 2022)

that we used as a guide for the missing competencies. In addition to this study, the theories of

emotional intelligence, emotional ecology, social media competence and technostress studies

were taken into account. The main digital wellbeing aspects of each theory and framework were

thematically categorized and are presented in the Figure 1 below.
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Figure 1. Competence mind map



Furthermore, we examined the common thematic areas of each concept, in order to avoid

3.2 The proposed theoretical framework

overlapping constructs in the theoretical framework. The grouping of the related competencies
was structured based on the model of socioemotional e-competencies (Cebollero-Salinas et
al., 2022) and was further elaborated from the other related theories that are included in the
mindmap. As a final step of the development methodology we created the design of the
proposed theoretical framework that is presented below (Figure 2). Based on this framework

we support the theory that is further described in the following chapter.

Figure 2. Theoretical framework design
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4 RESULTS

In the following chapter we present the main findings and developments of the conceptual
mapping of digital competences of teachers regarding socioemotional competence. We start
by analyzing the proposed design that will lead this project and the possible ways to assess
these competencies. In the last section, we will review the piloting of the competencies in the
context of rural schools across the European Union.

4.1 The design: Teachers socioemotional e-competencies

Based on the initial review, we compared and harmonized the pre-existing digital competence
frameworks and related research that are leading the educational research and practice. Our
proposed competence was mapped to other frameworks with a focus on digital wellbeing. The

conceptual framework of the competence is presented in the figure below (Figure 3).

Emotional e-awareness Emotional e-independence

The ability to feel emotionally
strong in virtual social relations
without depending on reputation

and virtual status negotiation

Being aware of own emotions
that arise in social media or
online settings

Teachers
socioemotional
e-competencies

E-self-management

% The capacity to generate
appropriate responses and

OFO exercise self-control

Social e-competency

To maintain good relationships
in a virtual environment, have
pro-social behavior,

acknowledging others' emotions

Figure 3. Teachers socioemotional e-competencies framework

The conceptual framework is based on the study of Cebollero-Salinas et al. (2022), that of
socioemotional e-competencies, defined as the competences that are needed in the digital
environments in the social and emotional spectrum. Adapted for the educational context and



focusing on teachers, the theoretical framework consists of the four following competencies:
emotional e-awareness, e-self-management, emotional e-independence and social e-
competency. We purposefully merged two of the competencies from the initial theoretical model
in order to comply with the emotional intelligence theory (Mayer & Salovey, 2005) and the
Social and Emotional Inventory (ESCI; Boyatzis, 2007). Specifically, the competency of
emotion e-regulation and the competency of e-self-control Cebollero-Salinas et al. (2022) was
transformed into e-self-management in order to be inline with the existing theories and
frameworks. In order to define each competency we combined the proposed definitions from
the literature review. More analytically we developed examples of knowledge, skills and

attitudes that each competence constitutes and are presented in the table 2 below.

Table 2. Socioemotional e-competencies examples

Emotional e-awareness

Knowledge  Aware of digital addiction symptoms
Aware of how digital technologies affect own emotions

Knowing how to recognize embedded user experience techniques designed to

manipulate and/or to weaken one’s ability to be in control of decisions

Skills Able to differentiate between emotional states

Can identify own emotions in social networks/ digital environments

Attitudes Being attentive on own emotions

A tendency to be introspective
E-self-management

Knowledge  Aware of the online disinhibition effect

Aware of the online possibilities to strengthen self-control



Skills

Attitudes

Aware that search engines, social media and content platforms often use Al
algorithms to generate responses that are adapted to the individual user

Understand which strategies are most efficient for emotional regulation

Having self-control

Able to use digital tools mindfully

Empathetic towards self

Inclined to focus on positive impact and avoiding the negative impact of digital

media
Intentionally avoiding distractions

Aiming to avoid information overload

Emotional e-independence

Knowledge

Skills

Attitudes

Aware of the online-offline self-distinction

Able to preserve the online-offline self-distinction

Able to maintain self-esteem, self-worth

Having strong self-esteem

Inherent independent self-worth

Social e-competency

Knowledge

Skills

Aware of the netiquette for online collaboration

Knowing how to adopt communication practices to maintain a positive online

identity

Knowing how to apply the netiquette in digital interactions

Able to identify other’'s emotions in social networks




Able to co-regulate emotions with others in digital settings

Attitudes Positive attitude, trusting, empathetic
Willing to help others/students to improve their digital competence

Having a respectful stance towards others

Emotional leadership/ e-mediacy

Knowledge Empathetic towards students

Skills Ability to support student empowerment online
Ability to promote student’s e-awareness and e-self management

Ability to emotionally comiort and support students confronted with stress

Attitudes Positive reinforcement

Positive handling of problematic situations in the digital classrooms

Emotional e-awareness includes the skills of being aware of one's emotions that arise in social
media or online settings, for example while seeing a video or having an online lesson. A
prerequisite for developing emotional e-awareness is to have a sufficient level of self-
awareness in regards to one’s own emotions. This includes the knowledge, skills and attitudes
that are included on the aforementioned table. This competence belongs to the intrapersonal
competencies and it is one of the main competencies in the emotional intelligence theories but
expands the term into the digital realm.

Teachers that have developed emotional e-awareness are more tuned to their inner self and in
touch with their emotions. An important element of this competence is the knowledge for both
the emotions in oneself and the knowledge of how social media algorithms use this to
manipulate emotion in order to achieve a specific outcome, most commonly for consumerism.
An emotional e-aware teacher understands this emotional process and will not fall easily into
this trap, and the more developed this competence is the better the individual can then later
manage their emotions and to promote or teach this awareness to students.




E-self-management is the capacity to generate appropriate responses and exercise self-
control. This competence is connected to the technostress management but not limited. The
knowledge and implementation of effective emotion regulation techniques is of central
importance for this competence. When referring to emotion regulation strategies the full range
of strategies is necessary such as downregulating (e.g., decreasing technostress), upregulating
(e.g., increasing optimism), and maintaining an emotion (e.g., accepting sadness). At the same
level of importance is the understanding of the online disinhibition effect, in which the individual
does not feel the same constraint in online interactions as in face-to-face. This can lead to
inappropriate behaviors and online flaming.

Teachers that have developed their e-self-management competence can understand this
process, are able to exercise self-control and produce effective responses. Moreover, from the
positive psychology and emotional intelligence theories, individuals that have effective self-
management are empathetic towards themselves, avoiding negative self-criticism and keeping
a positive attitude. Similarly, they are capable of maintaining their focus on online settings by

avoiding distractions and information overload.

Emotional e-independence means being emotionally strong, not depending emotionally on
social media or the digital device, for example: not being affected if people do not like a post. It
entails not being overly affected by the responses or validation received through online
platforms, such as not being bothered if a post doesn't receive a high number of likes or positive
feedback. This competency is closely linked to identity negotiation in the digital realm. In the
context of identity negotiation, emotional e-independence plays a crucial role. It enables
individuals to develop a strong sense of self and maintain a healthy emotional well-being
despite the dynamics of online interactions. By not overly depending on external validation or
the opinions of others on social media, individuals can establish a more authentic and self-
assured digital presence. Emotional e-independence allows individuals to navigate the digital
landscape with confidence, recognizing that their self-worth and emotional state are not solely
determined by the responses or reactions they receive online. It empowers individuals to
develop a balanced relationship with technology, prioritizing their emotional well-being and

maintaining a sense of agency over their own identities in the digital realm.



Social e-competency is to maintain good relationships in a virtual environment, have pro-social
behavior, acknowledging others' emotions and keeping the same values as in face-to-face
interactions. An integral part of social e-competency is expressing emotions in appropriate
ways. Expressing emotion refers to knowing when and how to show one’s emotional
experience taking into account one’s social context, which in this case is taking place in the
digital world. Unspoken rules about how to display feelings vary across contexts and can be
culturally specific in the outside world, and the same could apply to the digital.

However, there is a commonly accepted netiquette regarding online interactions. Netiquette is
a term used to refer to the unofficial online norms that promote good behavior on the Internet
based on respect and polite behavior on the digital media, such as social media platforms,
online chatting sites, and other online websites. A tangible example of netiquette is to avoid
typing in all caps in emails because it is considered to be the equivalent of shouting or yelling
even if there is no such intention which can easily be misinterpreted.

Teachers that have developed social e-competency are able to successfully apply this
knowledge into practice, have suitable communications skills for online interactions and choose
the appropriate conflict management strategy. Their willingness to support others and offer help
when needed is expanded to their students. Teachers are proactive in showing empathy to
students during online lessons, or when they interact with technology and need support. They
are also able to effectively co-regulate emotions in online settings with students, parents and

colleagues.

Emotional leadership/ e-mediacy, involves leveraging a profound sense of empathy towards
students in the digital learning landscape. It involves the skills to not only support students'
online empowerment, helping them navigate the digital landscape with confidence, but also to
promote their e-awareness and e-self management, enabling them to make informed choices
and effectively manage their online presence. Additionally, emotional leadership in this context
entails the ability to emotionally comfort and support students when they are confronted with
stress, offering a reassuring presence in the often challenging world of digital education.



This approach is underpinned by attitudes (a) positive reinforcement, nurturing students'
motivation and self-esteem, and (b) constructive handling of problematic situations that may
arise in digital classrooms, ensuring a positive and supportive learning environment that
promotes students' holistic well-being and development.
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APPENDIX 1

Socioemotional e-competencies (Cebollero-Salinas et al., 2022).

Emotional e-awareness items:

“When | am on social media, | notice if | am angry or happy (! play, | communicate . . . )”

"When | am on social media (I read comments, | look at profiles, | watch videos) | can put a name on what | feel.”
"When | entertain myself on the Internet (playing video games, watching videos, etc.), I identify my emotions.”

"l usually know how to distinguish why | have certain feelings on social media.”

*l really understand what | feel when | play video games online, watch videos, read comments, etfc.”

Emotion e-regulation items:

Before making a joke [about someone] on social media (on video or audio) | am capable of imagining how that
person is going to feel.”

*l have good control of my own emotions on social media.”

’ control the emotions | express through the Internet.”

"Even if something bothers me on social media, | am capable of responding with good manners.”

"Before | say anything on social media, | am capable of imagining the consequences.”

E-self-control of impulsiveness items:

“If a rumor is being commented in a WhatsApp group or on another social network, | find it difficult not to make a
comment too.”

"On the Internet, | can’t stop clicking on the attractive links I see.”

“On social media, | can’t avoid commenting on the jokes they write on WhatsApp, etc.”

"When something surprises me, | can’t avoid commenting it on social media.”

"On social media, | can’t avoid posting comments about what has happened.”

Emotional e-independence items:

“When | see the number of comments other friends receive on social networks, it affects me”
’l feel socially awkward if others get lots of comments on social networks.”

’I feel unsuccessful if my contacts discover something negative about me on social media.”
"If people don’t answer on social media, | feel as if they don’t consider me part of the group.”
*l feel unsuccessful when my photos/videos don’t get comments.”

Social e-competency items:

“On social networks (Instagram, WhatsApp, e-mail, etc.) | pay attention to the needs of others.”
‘I tend to know how to help people who need help on social networks (Instagram, WhatsApp, e-mail, etc.).”
‘I offer help on social networks when people need it.”




‘I tend to help on problems that arise on social networks.”
‘I tend to calm my contacts down when they get angry on social networks.”



